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ABSTRACT

Cloud and Enterprise Networks are the foundation of today's digital age, facilitating frictionless communication and service delivery.
Cloud and Enterprise Network attacks increasingly depend on trusted protocols, and DNS Data Exfiltration Attacks in Cloud and
Enterprise Networks have evolved as a devious and powerful means to evade classic defences. Detecting DNS Data Exfiltration
Attacks in Cloud and Enterprise Networks is therefore a pressing challenge that requires efficient and accurate solutions. This study
investigates Machine Learning Models for Detecting DNS Data Exfiltration Attacks in Cloud and Enterprise Networks, focusing on
lightweight approaches such as Random Forest, Decision Tree, Multi-Layer Perceptron, Logistic Regression, and Gaussian Naive
Bayes. Both Random Forest and Decision Tree achieved perfect evaluation scores (100%) across standard metrics, but closer
inspection of confusion matrices revealed Random Forest as the superior model, misclassifying only two malicious instances while
generating no false positives. The significance of this research lies in demonstrating that lightweight models, particularly Random
Forest, can provide highly accurate, resource-efficient, and practical real-time protection against DNS exfiltration threats, ensuring
the resilience of cloud and enterprise infrastructures.

Keywords: DNS Attack, Cloud, Machine Learning, Data Exfiltration.

1. INTRODUCTION

Cloud and business networks have now become indispensable in enabling worldwide connectivity, supporting contemporary services,
and providing large-scale data exchange within organizational and technical contexts. Their pervasiveness and reliance on critical
protocols, such as the Domain Name System (DNS), make them a lucrative target for nefarious actors willing to spread network
disruption. As DNS is the root to translate readable domain names into IP addresses, its openness and generally unmanaged state in
cloud and enterprise networks leave it vulnerable.

With an intent to leverage DNS for use in attacks, attackers leverage DNS to create stealthy communication channels to suck out
information without avoiding standard security controls [1], [2]. The increasing threat indicates the need for effective, scalable, and
efficient detection techniques best suited to the distinctive dynamics of DNS traffic.
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Traditional detection methods, such as signature-based intrusion detection and statistical anomaly detection, have not kept up with the
increasing sophistication of DNS exfiltration attacks [13]. Signature-based options heavily depend on predetermined patterns and,
consequently, cannot cope with new or obfuscated attack patterns. Similarly, anomaly detection techniques incessantly generate high
false positives, overwhelming security analysts and making operations ineffective [8]. With attackers now using low-throughput, covert
tunneling techniques, default defenses are inadequate for deployment in real-world situations, particularly in cloud and large enterprise
environments where accuracy and effectiveness of detection count [2], [5].

To counter the aforementioned problems, machine learning (ML) has also proven to be a robust paradigm capable of automatically
learning complex traffic patterns and distinguishing between malicious and benign flows [23]. ML-based techniques are especially ideal
for detecting DNS exfiltration because they have the capability to learn fine-grained non-linear patterns between high-dimensional traffic
features that are difficult to model using conventional methods [7], [14].

Apart from that, light ML models are computation-friendly, such that they are ideally deployable on devices with limited resources or
low-latency demands within networks [9]. The efficiency-accuracy trade-off is critical to real-time detection within enterprise and cloud
setting. In this research, the DNS exfiltration dataset CIC-Bell-DNS-EXF-2021 [22] was employed as the primary data source. This
dataset is specifically designed to capture realistic DNS traffic, encompassing both benign communication patterns and malicious
exfiltration attempts.

Its comprehensive coverage and balanced representation of attack and normal traffic make it particularly suitable for training and
evaluating machine learning models. The real-world adherence of the dataset to actual DNS behavior makes the models not only
theoretically accurate but also of practical use, thereby increasing their potential for effective deployment in real-world environments
[21].

Several lightweight ML models were tried out in this study, including Random Forest, Decision Tree, Multi-Layer Perceptron, Logistic
Regression, and Gaussian Naive Bayes. These models were selected for their complementary qualities of data structure handling,
interpretability, and scalability [6], [16]. Random Forest and Decision Tree, for instance, are highly capable of non-linear patterns, with
Logistic Regression providing interpretability as well as tractability. The application of models like the Multi-Layer Perceptron neural
network enables the capturing of more subtle feature interactions, while that of Gaussian Naive Bayes enables computational efficiency
with the cost of simplifying assumptions. Evaluating this diverse set of models enables a comprehensive understanding of trade-offs
between accuracy, interpretability, and resource efficiency [18].

The significance of this research lies in its potential to advance DNS security by demonstrating that lightweight ML models can provide
both high detection accuracy and operational efficiency. Unlike heavyweight deep learning approaches that demand substantial
computational resources, the lightweight models investigated here are deployable in real-time environments with minimal overhead [4],
[17]. By systematically evaluating and comparing their performance on realistic datasets, this study contributes to the development of
practical detection solutions capable of mitigating DNS data exfiltration threats in both cloud and enterprise networks. Ultimately, the
findings aim to guide security practitioners toward deploying resilient and efficient models that strengthen defenses against one of the
most covert and persistent attack vectors in modern networking [24], [25].

2. AIMS AND OBJECTIVES

The primary aim of this work is to apply lightweight machine learning models to secure cloud and enterprise networks by detecting and
preventing DNS data exfiltration attacks using the DNS exfiltration dataset. To achieve this aim, the study is guided by the following
specific objectives:

1. To review existing research on DNS data exfiltration detection, with emphasis on the limitations of traditional detection
techniques and the opportunities presented by machine learning approaches.

ii. Applying light-weight machine learning algorithms like Random Forest, Decision Tree, Multi-Layer Perceptron, Logistic
Regression, and Gaussian Naive Bayes for detecting malicious DNS traffic.

iil. To compare and test these algorithms in a systematic way against each other in terms of the detection of DNS exfiltration

based on notable parameters like accuracy, precision, recall, F1-score, confusion matrix, and AUC-ROC score.
iv. To recommend the most effective lightweight machine learning model for real-time deployment in securing cloud and
enterprise networks against DNS data exfiltration threats.

3. LITERATURE REVIEW
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DNS data exfiltration attacks have been a major focus of academic interest over the past few years, as DNS plays a crucial role in cloud
and enterprise systems today. Signature-based intrusion detection, as well as statistical anomaly-based analysis, cannot effectively
defend against sophisticated and stealthy exfiltration methods. So, they resorted to machine learning (ML) and deep learning (DL)
methods, appreciating their capacity to recognize high-dimensional data, capture patterns, and learn in adversarial environments. This
section presents a survey of some existing works in the area, with an emphasis on research that explores machine learning methods,
ensembles of them, lightweight models, and detection schemes that evolve.

According to Sabir et al. [1], machine learning represents a paradigm shift in the detection of data exfiltration across diverse protocols,
including DNS. Their comprehensive survey highlights how ML techniques provide improved adaptability, scalability, and efficiency
compared to conventional rule-based methods. The authors categorized approaches into supervised, unsupervised, and hybrid detection
models, noting that supervised learning remains the most widely adopted due to the availability of labeled datasets. They also highlighted
the important issue of sacrificing detection precision for computational expense, which is typically the factor that determines whether a
solution can be applied in real-world settings. This article lays a solid groundwork to explore further in future work, especially for
lightweight models that are deployable in real-time use.

Building on these foundations, Zia, Tadi¢, and Vuleti¢ [2] examined DNS exfiltration detection in adversarial contexts where the
adversary alters behavior to avoid standard defenses. Their experiment proved that adversarial techniques, such as modifying domain
name lengths or varying query frequencies, considerably declined the performance of the majority of baseline detection approaches.
They emphasized the need for robust ML models that are resilient to such dynamic patterns. Notably, their research points out that model
robustness is no less crucial than accuracy, especially in adversarial environments where the attackers put concerted efforts into avoiding
security solutions.

In another study that is very close to this one, Mahdavifar et al. [3] suggested a lightweight hybrid detection framework, which
incorporates statistical feature extraction with ML classifiers. Their work concentrated on DNS-based data exfiltration and illustrated
how lightweight ML models like decision trees and ensemble methods are able to yield useful detection performance without placing
heavy computational burdens.

In striking a balance between speed and precision, their method responded to the realities of scale and resource-limited deployment
situations. The study validates the use of lightweight and hybrid ML methods as effective alternatives to real-time detection.

Salat, Davis, and Khan [4] explored the broader context of DNS tunneling, exfiltration, and detection in cloud environments. Their
contribution was to highlight the challenges faced by DNS threat detection and monitoring in cloud-based systems because they are
elastic and distributed. They pointed out that DNS exfiltration attacks in the cloud will likely be fully integrated into typical traffic,
thereby making them harder to detect. The authors presented machine learning-based methods that account for contextual and behavioral
features for separating malicious from benign DNS queries. Their work highlights the significance of calibrating detection mechanisms
to particular deployment scenarios, including cloud networks, for which flexibility and scalability are particularly critical.

In another interesting work, A¢ikgdzoglu [5] compared several ML algorithms for the detection of DNS-based data exfiltration. The
paper introduced algorithms systematically, such as Random Forest, Naive Bayes, Logistic Regression, and Neural Networks, with
differences in their accuracy, precision, and consumption of computational power. The experiments showed that tree models are better
than straightforward statistical methods, but are still effective and therefore viable candidates for lightweight detection systems. The
comparison viewpoint gives us valuable guidance to choose models according to the trade-off between performance and resources.

Continuing the research from this direction, Cai et al. [6] also studied applying ensemble deep learning tree models to detect advanced
persistent threats (APTs) via DNS-based exfiltration. Their work brought forth new measures of detection that were meant not only to
assess accuracy but also robustness and resilience to advanced attack tactics. Ensemble techniques, by combining several models,
performed more effectively in detecting low-signal, stealthy exfiltration attacks.

While deep learning models are typically computationally expensive, Cai et al. suggested optimizations that render their method more
efficient, showing how top-performing methods could be modified to work on the ground.

The reviewed literature collectively sets a series of repeating themes. First, traditional detection methods are no match for contemporary
DNS exfiltration attacks, particularly when attackers dynamically alter their methods. Second, ML methods offer significant advantages
in adaptability and detection precision, with tree-based methods often being beneficial and lightweight. Third, adversarial robustness
and scalability within a cloud setting are major considerations that must be incorporated into the design of any potentially successful

© 2026, IJARIIT - All rights reserved. Website: www.ijariit.com Talk to Counselor: 9056222273  Page: 50


http://www.ijariit.com/

detection system. Finally, contrasting hybrid and algorithmic methods indicates that no one model fits all; rather, success will rely upon
finding a reasonable balance between accuracy, efficiency, and deployment environment.

The studies reviewed here generally support the growing evidence that lightweight machine learning models offer an attractive direction
for advancing effective DNS exfiltration detection. Research works like Sabir et al. [1] and Mahdavifar et al. [3] point towards the
possibilities of ML in general and light-weight methods in specific, whereas research works like ZiZa et al. [2] and Cai et al. [6] indicate
the need for adversarial robustness as well as ensemble learning. Together, these projects form the basis for long-term research in efficient
and helpful ML-based detection systems for cloud and enterprise environments.

3.1 Research Gap

Although recent studies have improved the detection of DNS data exfiltration using machine learning (ML) and deep learning (DL),
some inherent limitations remain. Sabir et al. [23] have recognized the flexibility of ML models but mentioned that the majority of
models suffer from a loss of accuracy and computational efficiency, rendering real-time deployment an issue. Similarly, Ziza, Tadi¢, and
Vuleti¢ [24] highlighted how adversarial evasion strategies degrade the effectiveness of existing methods, underscoring the lack of
robust lightweight models that can withstand modified exfiltration behaviors.

Mahdavifar et al. [1] and Acikgdzoglu [18] demonstrated the promise of lightweight models such as decision trees and ensemble
methods, yet their studies were limited in scope and did not comprehensively compare multiple lightweight algorithms under large-scale
traffic conditions. Furthermore, while Salat, Davis, and Khan [5] examined detection in cloud environments, they stressed the difficulty
of distinguishing malicious DNS flows from legitimate queries in dynamic, distributed infrastructures. Lastly, Cai et al. [28] investigated
ensemble deep learning methods for advanced persistent threats; however, these methods are typically computationally intensive and
unsuitable for enterprise deployment. Collectively, these works acknowledge the need for a thorough assessment of lightweight ML
models in detecting DNS exfiltration, with a focus on adversarial robustness, computational resource efficiency, and suitability in
enterprise and cloud deployments.

This research directly addresses these gaps by conducting a comparative evaluation of multiple lightweight ML models, Random Forest,
Decision Tree, Logistic Regression, Multi-Layer Perceptron, and Gaussian Naive Bayes, using a large-scale DNS dataset [22]. Unlike
previous work that focused primarily on either accuracy [18][23] or adversarial robustness [24], this study integrates both aggregate
evaluation metrics and confusion matrix analysis to reveal nuanced trade-offs between false positives and false negatives. The results
show that while Decision Tree and Random Forest initially appeared to achieve perfect performance, only Random Forest consistently
demonstrated minimal misclassifications, with zero false positives and only two false negatives across over 1.5 million flows.

This finding directly extends prior work by Mahdavifar et al. [1] and Ag¢ikg6zoglu [18], validating the effectiveness of lightweight
ensemble models while providing new empirical evidence of their operational reliability in large-scale environments. Moreover, by
situating the analysis within the context of cloud and enterprise networks as emphasized by Salat et al. [5], this research bridges the gap
between theoretical experimentation and practical deployment. In doing so, it demonstrates how Random Forest, as a lightweight yet
robust model, can effectively mitigate DNS exfiltration attacks in real-world scenarios, filling a critical void in existing scholarship and
practice.

3.2 Novelty of the Study

The novelty of this study lies in its systematic and practical evaluation of lightweight machine learning models for detecting DNS data
exfiltration attacks in cloud and enterprise environments.

While previous works such as those by Mahdavifar et al. [1] and A¢ikgdzoglu [18] explored individual lightweight algorithms, their
analyses did not comprehensively compare multiple models under realistic traffic conditions using large-scale datasets. This study fills
that gap by examining five widely adopted lightweight algorithms side by side—Random Forest, Decision Tree, Logistic Regression,
Multi-Layer Perceptron, and Gaussian Naive Bayes, through both aggregate performance metrics and detailed confusion matrix analysis.

Unlike prior research that often emphasized accuracy alone [23][28], this study highlights the operational implications of model
performance, including false positives and false negatives, which are critical in security operations centers where analyst workload and
alert fatigue directly affect response effectiveness. By demonstrating that Random Forest achieves near-perfect detection with negligible
misclassifications, the research establishes a practical and scalable pathway for real-time deployment in enterprise and cloud
infrastructures.
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Furthermore, by aligning its findings with challenges noted in cloud-based DNS monitoring [5] and adversarial attack resilience [24],
this work introduces a novel contribution: the identification of Random Forest as a lightweight yet robust solution capable of balancing
accuracy, efficiency, and operational reliability in modern network environments.

4. METHODOLOGY

The research methodology of this study aims to formulate and test lightweight machine learning models for detecting DNS data
exfiltration attacks in cloud and enterprise networks. The focus is on implementing efficient and interpretable models that can operate
under resource constraints without sacrificing detection accuracy. The approach follows a systematic pipeline that encompasses
exploratory data analysis, data cleaning, feature engineering, model training, and evaluation against multiple performance metrics. The
systematic process ensures that the models are trained on clean representative data and vigorously tested to determine the best solution
for real-world deployment.

4.1 Research Design

This research adopts a quantitative experimental design, focusing on the application of supervised machine learning algorithms for
binary classification. The design was selected because DNS exfiltration detection inherently involves categorizing traffic as either benign
or malicious [1], [3]. The workflow involves preprocessing the dataset to eliminate noise and redundancies, engineering features that
enhance model learning, and implementing machine learning classifiers to differentiate between normal DNS traffic and exfiltration
attempts. The experimental nature of the study allows systematic comparisons of multiple algorithms, Random Forest, Decision Tree,
Multi-Layer Perceptron, Logistic Regression, and Gaussian Naive Bayes, within the same framework, ensuring objective evaluation of
their relative performance [2], [5].

4.2 Research Method

The study employs supervised machine learning as the primary method. Supervised learning is appropriate because the dataset used is
labeled, with clear distinctions between benign and malicious DNS traffic [6]. Data preprocessing and feature engineering were
performed to optimize the dataset for model training. The cleaned and engineered dataset was split into training (70%) and testing (30%)
subsets to prevent overfitting and to evaluate the generalizability of the models [4]. All the models were trained via the Python scikit-
learn library for reproducibility and uniform application. Accuracy, precision, true positive rate (TPR), true negative rate (TNR), F1-
score, and area under the receiver operating characteristic curve (AUC-ROC), the metrics used for evaluation, were selected to yield a
balanced assessment of model performance [1], [7].

Confusion matrices were also analyzed to capture the distribution of misclassifications, offering deeper insights into practical detection
reliability.

4.3 Dataset Description

The study utilized the DNS Exfiltration Dataset [22], a publicly available benchmark dataset hosted on Kaggle. This dataset was selected
due to its comprehensive coverage of both benign and malicious DNS traffic, making it highly suitable for supervised machine learning
tasks in this domain [1], [2]. The dataset contains 1,583,163 rows and 45 columns, including 797,626 benign samples and 785,537
malicious samples. These samples capture diverse attributes of DNS queries and responses, including character distributions, resource
record types, and temporal information, which are critical for distinguishing exfiltration attempts from normal traffic [3], [4].

After a comprehensive cleaning process, the dataset was refined to 38 columns while retaining all rows to preserve label distribution
and dataset integrity. Redundant, single-valued, and irrelevant features, such as flow identifiers and fixed port numbers, were removed,
while new features were engineered to improve model interpretability. For instance, the character distribution column was transformed
into quantitative features like query length and unique character count, while the sending-to-receiving byte ratio was derived to capture
communication asymmetry often present in malicious DNS flows [5]. Temporal features were also introduced by extracting the query
hour from timestamps, enabling models to detect time-based patterns in attack behaviors [6].

The dataset contains two categorical variables, including the dns_top level domain, which was converted into numeric form using label
encoding, while all other features were numeric. The target variable, identified as either "Benign" or "Malicious," was also translated
into binary values (0 and 1, respectively) to facilitate model training and evaluation. This created an evenly matched, comprehensible,
and ideally optimized dataset for the employed machine learning algorithms. Through the combination of rigorous cleaning, feature
engineering, and encoding, the dataset was prepared to optimally represent authentic DNS traffic patterns and take advantage of the
models' learning capabilities [3], [5].
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In summary, this methodology leverages a structured pipeline, cleaning, exploration, feature engineering, supervised learning, and multi-
metric evaluation, to develop lightweight yet highly accurate machine learning models for detecting DNS data exfiltration. The dataset’s
comprehensiveness and preprocessing ensure that the models are trained on realistic and discriminative features, while the comparative
evaluation framework allows identification of the most effective algorithm for deployment in resource-constrained cloud and enterprise
environments.

4.4 DATA PREPROCESSING

This study utilizes the Data Exfiltration dataset, which is publicly available at Kaggle (https://www.kaggle.com/datasets/daumel/dns-
tunneling-dataset). This dataset contains labelled samples of benign DNS traffic and malicious traffic generated through data exfiltration
techniques. The dataset comprises 45 columns capturing various attributes of DNS queries and responses, and 1,583,163 rows (797,626
benign samples and 785,537 malicious samples).

Following the data cleaning process, the dataset was refined to 38 columns. Redundant features were removed, and more informative
features were created, but all rows were retained. This ensured that the label distribution and overall dataset integrity remained intact.

The dataset’s features can be broadly classified into numeric and categorical types. Numeric features represent measurable data points
that can may be continuous or discrete, while categorical features capture qualitative information and consist of discrete categories. In
the cleaned dataset, there are only two categorical features; all other features are numerical.

The explanatory variables consist of the various attributes of the dataset relevant to network traffic and DNS requests, which serve as
inputs to the machine learning models, enabling them to learn discriminative patterns that separate normal DNS activity from data
exfiltration attacks.

The target variable is the outcome to be predicted. In this study, the target variable is the column named label, which is a categorical
variable with two values: ‘Benign’ and ‘Malicious’. This variable indicates whether a given DNS query flow is considered normal traffic
(Benign) or associated with DNS data exfiltration attack (Malicious). Since there are just two possible outcomes, the issue is essentially
a binary classification one.

The column names of the dataset are listed in Table 1, which reports the data type, count of unique values, and range of observed values
for all columns, providing a clear indication of the dataset's structure and variability.

Table 1: Overview of Dataset Columns

S/N | Features Data type | Unique | Range
I. src_port Numeric | 64504 | 1025
65535
2. Duration Numeric | 22115 | 0 .
8 17.58328
3. total bytes Numeric | 658 144 ... 1737
4. packets_rate Numeric | 50155 | 0.11374
5 699050.7
5. packets len rate | Numeric | 11566 | 9.2133
95 85366420
6. mean_packets le | Numeric | 658 72 ... 868.5
n
7. dns_domain_na | Numeric | 230 5...253
me_length
8. dns_subdomain_ | Numeric | 62 0...63
name length
9. numerical perce | Numeric | 2548 0
ntage 0.7442922
10. | character entrop | Numeric | 34067 | 0.887656 ...
y 9 5.932563
11. | max_continuous | Numeric | 46 0..53
numeric_len
12. | max_continuous | Numeric | 61 0..63
alphabet len
13. | max_continuous | Numeric | 33 0...57
consonants_len
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14. | max_continuous | Numeric | 25 0..57
_same_alphabet
len

15. | vowels consona | Numeric | 3166 0...7
nt ratio

16 | conv_freq vowel | Numeric | 2753 0...09
s_consonants

17. | distinct ttl value | Numeric | 7 1...7
s

18. | ttl values mean | Numeric | 77567 | 0... 655360

19. | distinct A recor | Numeric | 27 0...29
ds

20. | Hour Numeric | 16 3...18

21. | character length | Numeric | 230 5...253

22. | unique character | Numeric | 65 2...66
s

23. | resource record | Numeric | 27 0...29
type A

24. | resource record | Numeric | 9 0...10
type NS

25. | resource record | Numeric | 7 0...6
type CNAME

26. | resource record | Numeric | 2 0...1
type NULL

27. | resource record | Numeric | 2 0...1
type HINFO

28. | resource record | Numeric | 4 0..3
type TXT

29. | resource record | Numeric | 2 0...1
type KEY

30. | resource record | Numeric | 11 0...15
type AAAA

31. | resource record | Numeric | 2 0...3
type NAPTR

32. | resource record | Numeric | 2 0...1
type DNAME

33. | resource record | Numeric | 3 0..2
type RRSIG

34. | resource record | Numeric | 2 0...1
type PRIVATE _
USE 65399

35. | ans_resource rec | Numeric | 27 1...29
ord class count

36. | sending receivin | Numeric | 14271 | 0.073758 ...
g ratio 0.9179331

37. | dns_domain na | Categori | 522 ‘com’
me_length cal ‘zone’

38. | label Categori | 2 ‘Benign” &

cal ‘Malicious’

Figure 1 illustrates the distribution of flow durations for DNS traffic categories. Benign DNS traffic spans a broad range of flow
durations, reflecting the variability in legitimate network activity. This variation is expected, as normal DNS queries can be influenced
by factors such as server response times, caching, and the diversity of requested domains.

On the other hand, malicious DNS traffic demonstrates a far more constrained pattern. The majority of flows are concentrated within a
relatively narrow and shorter duration range, suggesting that data exfiltration attempts in DNS communication are executed in brief,
consistent bursts. Such behaviour is likely intentional, as attackers may apply tunnelling tools to keep flows compact and repetitive,
thereby reducing the likelihood of triggering anomalies in conventional monitoring systems. The distinct difference in flow duration
between benign and malicious traffic underscores its value as a discriminative feature for classification.
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Figure 1: Distribution of Flow Durations in DNS Traffic

Figure 2 shows the average sending/receiving ratio for both benign and malicious DNS traffic. Malicious DNS traffic exhibits a higher
ratio, indicating that data exfiltration attempts typically involve sending more data relative to what is received. This asymmetry is
characteristic of tunnelling activity, where the attacker’s primary objective is to push information outward rather than to request and
retrieve data.

By contrast, benign DNS traffic shows a lower and more balanced ratio, which aligns with the standard query—response pattern of normal
DNS communication. This disparity highlights the sending-to-receiving ratio as a useful feature for detecting DNS data exfiltration
attacks.
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ratio
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0.3 1
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Benign Malicious
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Figure 2: Average Sending-to-Receiving Byte Ratio in DNS Traffic
Figure 3 illustrates the average packet size for the two types of DNS traffic. Malware DNS traffic typically employs larger packets on
average than ordinary traffic, which means that data exfiltration attempts are more likely to be successful by sending more data per
packet. Benign DNS traffic, on the other hand, is smaller packets in accordance with the usual query-response behavior in regular
network traffic.
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Figure 3: Average Packet Length in DNS Traffic

Figure 4 displays the average packet rate of the DNS traffic categories. This refers to the rate of DNS packets transmitted or received
within a flow.
Benign DNS traffic will exhibit a higher packet rate, roughly four times higher than malicious traffic, for normal high-rate query-
response traffic.
In contrast, malicious DNS traffic has a significantly lower packet rate, which may be caused by stealthy data exfiltration techniques for
evasion or by transmitting larger packet sizes, thereby reducing the overall packet rate. The distinction between the two classes highlights
packet rate as a prominent behaviour characteristic in separating benign and malicious DNS traffic.
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Figure 4: Average Packet Rate in DNS Traffic
Figure 5 illustrates the lengths of subdomain names and DNS domain names for malicious and legitimate DNS traffic. In both instances,
malicious traffic has longer name lengths compared to legitimate traffic, which indicates that data exfiltration attempts tend to use long
or complicated domain formats to hide and carry data.
The most significant difference lies in the example of DNS domain name length, whose mean for benign traffic is almost four times that
of malicious traffic.

Such elongated domains are unlikely to occur in typical user or application-driven queries, making them a strong indicator of suspicious
activity.
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Figure 5: Average DNS Domain Name and Subdomain Lengths in DNS Traffic

Figure 6 shows the occurrence of distinct Time-to-Live (TTL) values in benign and malware DNS traffic. There is a maximum of three
distinct TTL values in benign traffic, but some are observed up to seven, which is indicative of the range of typical DNS responses for
several queries.

Conversely, malicious DNS traffic always takes on one TTL value, indicating strongly consistent responses, which may be a
characteristic of automated data exfiltration or DNS tunnelling methods. It is high contrast, indicating that the count of unique TTL
values is a suitable feature to differentiate between regular and exfiltration-induced DNS activity in cloud and enterprise network
environments.
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Figure 6: Distribution of Distinct TTL Values in DNS Traffic

Figure 7 illustrates the average Time-To-Live (TTL) values of DNS traffic categories. TTL is a DNS response field that specifies the
lifetime of the DNS record, indicating how long a resolver or client will cache a DNS record before it requests an update again.
Benign DNS traffic has far larger average TTLs — over 35 times larger than what is seen in malicious DNS traffic. This large disparity
indicates that malicious DNS traffic is linked with extremely short-lived records, likely to assist in enabling stealthy data exfiltration or
enabling continuous communication with compromised servers without lengthy caching.
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Figure 7: Average TTL Values in DNS Traffic
Figure 8 depicts the average unique characters per DNS queries for benign and malicious traffic. Benign DNS traffic can have fewer
unique characters, which is in line with typical domain naming conventions.
On the other hand, malicious DNS traffic exhibits almost twice as many unique characters. This can be attributed to the use of data
encoding or obfuscation techniques commonly employed in DNS data exfiltration and tunnelling. Attackers attempt to encrypt the
sensitive data into domain names, thereby increasing the character variation beyond their typical occurrence in benign traffic. This
variability is what makes the number of unique characters an appropriate feature for detecting DNS data exfiltration attacks.
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Figure 8: Average Number of Unique Characters in DNS Queries
Figure 9 illustrates the benign and malicious DNS query character length distribution. Benign DNS traffic overall has a less wide range

of character lengths, with most of the queries being relatively short and consistent with typical internet traffic of expected and relatively
short domain names.
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In contrast, ill-behaved traffic encompasses a much wider scope and includes a much longer query string, indicative of the use of longer
or more complex domain names utilized to encode sensitive information in attempts to exfiltrate data.
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Figure 9: Distribution of Character Lengths in DNS Queries

Figure 10 shows the proportion of the top five DNS top-level domains (TLDs) of benign and malicious DNS traffic. In both instances,
the .com TLD is used the most often, as would be expected of its popularity and the vast number of global internet domain registrations.
Apart from this shared characteristic, independent tendencies in the employment of TLDs emerge in benign and malicious traffic.
Malicious DNS traffic is highly localized to only three TLDs: .com, .tk, and .xyz, indicating that attackers are employing a very small
set of domains. Limited options could be a result of cost-effectiveness, convenience in domain acquisition, or the susceptibility to
manipulation of less-regulated domain registries to avoid detection.

On the other hand, benign DNS traffic reflects off much larger numbers of TLDs, such as .com, .net, .in, .org, and .br, indicating the
widespread use of the internet across geographic locations, organizations, and services.

This stark contrast in TLD distribution underscores its utility as a discriminative feature for distinguishing between normal and malicious
DNS traffic.
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Figure 10: Top Five DNS Top-Level Domains in DNS Traffic
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4.5 FEATURE ENGINEERING

This stage entails the modification and transformation of raw features into a more useful set of input variables for the machine learning
models.

First, to incorporate temporal information into the dataset, the timestamp column was converted into a standardized datetime format.
From the cleaned timestamps, a new column named hour was extracted, capturing the hour of each event. This time-based feature
provides additional analytical value by enabling more granular, temporal analysis of DNS traffic.

Second, the character_distribution column, which originally contained string representations of character frequency dictionaries, was
transformed from its original textual distribution into quantitative features. From this column, two new features were derived:
character length, representing the total number of characters in each DNS query; and unique_characters, capturing the count of distinct
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characters per query. These features are particularly informative because they are interpretable indicators of DNS query structure, which
are often higher in malicious DNS traffic due to data encoding or obfuscation techniques.

In addition, several features were engineered from the ans_resource record type column, which contains the DNS response resource
record types associated with each query. The resource record types were mapped from numeric codes to human-readable categories and
for each type, new columns were created to record the frequency of their occurrence per query. This transformation converted raw list-
based data into numeric, model-ready features that capture the composition of resource records for each DNS flow.

Similarly, a new column was engineered from the ans_resource record_class column, which represents the DNS response record classes
for each query and indicates the protocol class of the resource record. In this dataset, all entries consisted of lists containing only the
value 1, representing the standard Internet class (IN). Although this value is uniform, it was leveraged in a more meaningful way. To
extract useful information, a new column named ans_resource record class_count was created, representing the number of 1s in each
list—that is, the total number of resource records returned per DNS query, offering a compact yet informative indicator of DNS response
structure.

Another engineered feature was the sending_receiving_ratio, created by dividing the number of sending bytes by the number of receiving
bytes for each DNS flow. The ratio measures the proportion or discrepancy of outgoing to incoming communication. In normal, benign
DNS traffic, the give-and-take is fairly equal, as small requests are reciprocated by proportionally small responses. However, in
malicious data exfiltration attacks, far more data is sent than received, resulting in these larger ratios. By injecting this imbalance into
one numeric feature, the model has to learn an interpretable signal of suspicious communication that it can apply to separate malicious
traffic from regular DNS traffic.

After deriving the new features, the original columns used to create them were removed. Retaining both the engineered and raw versions
would have introduced redundancy without contributing additional information, while also increasing the dimensionality of the dataset
unnecessarily. Dropping them not only simplified the dataset to handle but also contributed to noise reduction, where the machine
learning models focused on the most interpretable and informative representations of DNS traffic behavior.

Furthermore, the categorical attribute dns_top level domain, which was the top-level domain in every DNS query, was also converted
into a numerical format for machine learning algorithm supportability, which mostly needs it for numeric input. The variable was
encoded using the scikit-learn Label Encoder, which maps every unique TLD to a unique numeric value, allowing the dataset to be
processed without errors caused by non-numeric input.

In addition, the target variable also required conversion into a numerical format for classification. A new column named Target was
created by mapping the original labels into binary values: 0 for Benign DNS traffic and 1 for Malicious DNS traffic.

Figure 11 shows the distribution of incidents across the two DNS traffic classes. The incidents are well distributed, which is optimal for
training machine learning algorithms because it does not bias towards one class and allows the models to be trained on normal behavior
from both benign and malicious traffic. While there are fewer benign instances than malicious, such an imbalance is not significant and
does not constitute a severe imbalance. Instead, it reflects natural benign traffic predominance within real-world network environments.
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Figure 11: DNS Network Traffic Categories

5. MODEL DEVELOPMENT AND EVALUATION

For replicability and consistency of results, a constant random seed value of 21 was defined before any machine learning process was
executed. This ensures the random number generator returns the same sequence of values when repeated execution is performed, thus
ensuring consistency in results while training, testing, and using other stochastic algorithms.

The data was split into two sets: 70% for training the machine learning models and 30% for testing how well they perform.
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Five machine learning models were used: Random Forest, Decision Tree, Multi-Layer Perceptron, Logistic Regression, and Gaussian
Naive Bayes. The models' performance was then evaluated with the test set and many classification metrics after training.
This multi-metric assessment provided strict measurement of each algorithm's capacity to classify benign and malicious DNS traffic.
The results of these evaluations are summarized in Table 2, enabling a comparative analysis of the models and the identification of the
most effective algorithm for detecting DNS data exfiltration attacks in cloud and enterprise networks.

Table 2: Evaluation Results

Model Accuracy | Precision, TPR  TNR | F1 Score AUCROC
Random Forest 1.000 1.000 1.000 | 1.000 1.000 1.000
Decision Tree 1.000 1.000 1.000 | 1.000 1.000 1.000
Multi-Layer Perceptron 0.999 0.999 1.000 = 0.999 0.999 0.999
Logistic Regression 0.964 0.945 0.985 0943 0.965 0.964
Gaussian Naive Bayes 0.822 0.741 0.986 | 0.661 0.846 0.823

The figure 12 below illustrates the accuracy scores of the different machine learning models. Decision Tree and Random Forest models
both achieved 100% accuracy, demonstrating their ability to classify benign and malicious DNS traffic perfectly in this dataset. Multi-
Layer Perceptron came close with 99.9% accuracy, confirming its strength in learning intricate feature correlations. Logistic Regression
also performed strongly with an accuracy score of 96.4%, while Gaussian Naive Bayes recorded the lowest accuracy at 82.2%, reflecting
the challenges of its independence and distributional assumptions.

Random Forest

Decision Tree

Multi-Layer Perceptron

Model

Logistic Regression

Gaussian Naive Bayes

T
0.0 0.2 0.4 0.6 0.8 10
Accuracy

Figure 12: Accuracy Scores of Models
Figure 13 presents the precision scores of the models. Random Forest and Decision Tree achieved the highest precision of 100%,
indicating that these models are highly effective in correctly identifying DNS data exfiltration attacks. In contrast, the Gaussian Naive
Bayes model recorded the lowest precision at 74.1%, indicating a relatively higher incidence of false positives compared to the other
models.
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Figure 13: Precision Scores of Models
Figure 14 depicts the true positive rates of the models. This metric measures the proportion of actual DNS data exfiltration attacks that
were correctly identified by each model. All the models achieved very high TPRs. Random Forest, Decision Tree, and Multi-Layer
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Perceptron reached 100% TPR, while Logistic Regression and Gaussian Naive Bayes achieved slightly lower T
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PR values of 98.5% and 98.6%, respectively, still reflecting strong performance but with a small margin of missed detections
compared to the tree-based and neural network models.
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Figure 14: True Positive Rates of Models
Figure 15 illustrates the true negative rates of the models. This metric represents the proportion of actual benign DNS traffic that were
correctly identified. Both Random Forest and Decision Tree achieved the highest TNR of 100%. On the other hand, Gaussian Naive
Bayes had the lowest TNR at 66.1%, indicating significant difficulty in correctly identifying benign traffic, and a tendency to mislabel
some benign flows as malicious, which could result in unnecessary alerts.
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Figure 15: True Negative Rates of Models
Figure 16 presents the f1-scores of models, which balance precision and recall. Random Forest and Decision Tree both achieved 1.000,
confirming their excellent ability to balance detecting malicious traffic and avoiding misclassifications, whereas Gaussian Naive Bayes

recorded the lowest F1 Score at 0.846, suggesting reduced consistency in balancing true positive detection with the avoidance of false
positives.
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Figure 16: F1-Scores of Models
Figure 17 displays the AUC ROC Curve for all the models. This curve measures a model’s ability to discriminate between two classes
across different classification thresholds. The Random Forest, Decision Tree and Multi-Layer Perceptron models each achieved AUC
ROC scores of approximately 1.000, indicating that these models almost perfectly differentiate between benign and malicious DNS
traffic. Logistic Regression achieved the second-best AUC-ROC of 0.964; although it fell short of the top models, it demonstrated very
high discriminative power. Gaussian Naive Bayes recorded the least AUC-ROC of 0.823, which reflects low discrimination power to
differentiate malicious traffic from normal traffic among the models.
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Figure 17: Joint ROC Curve of Models
Figures 18 a-e show the individual AUC ROC curve for each machine learning model.
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Figure 18: Individual ROC Curves for Classification Models

Figures 19 a-e present the confusion matrices of the five models. These represent the predictive outcomes of the models in distinguishing
between benign DNS traffic and malicious DNS traffic.
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Figure 19: Confusion Matrices for Classification Models
The confusion matrices above provide a more granular view of each model’s performance by explicitly showing the number of instances
that were correctly and incorrectly classified across both benign and malicious DNS traffic. In this confusion matrix analysis, each
model’s effectiveness is determined by the number of instances that are inaccurately classified as either benign network traffic or DNS
exfiltration attack.

Random Forest performed exceptionally well, with no benign instances misclassified, though it incorrectly labelled 2 instances of DNS
exfiltration attack as benign.

Decision Tree made slightly more errors, misclassifying 5 benign samples as DNS exfiltration attack, and 10 DNS exfiltration attack
samples as benign DNS traffic.

The Multi-Layer Perceptron misclassified 203 benign DNS traffic instances as DNS exfiltration attack and 58 DNS exfiltration attacks
as benign DNS traffic.
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Logistic Regression exhibited larger error counts, misclassifying 13558 normal DNS traffic instances as DNS exfiltration attack, and
3504 instances of DNS exfiltration attack as normal DNS traffic.

The Gaussian Naive Bayes model had the weakest performance, with a substantial 81036 benign instances incorrectly flagged as DNS
exfiltration attacks and 3403 instances of DNS exfiltration attack missed and classified as benign.

The confusion matrices analysis shows that earlier metrics such as accuracy, precision, recall, and F1-score, which suggested near-
perfect performance for some models, did not reveal the full picture. This is because aggregate statistics can obscure small but vital
misclassifications in large collections. A confusion matrix circumvents this limitation by offering a high-resolution, class-level
breakdown of predictions, allowing one to better understand how models perform in real-world applications, where even a few
misclassifications can make significant differences.

6. DISCUSSION OF RESULTS

The model performance used for this binary classification task of distinguishing between benign DNS traffic and DNS data exfiltration
attack is discussed in detail as follows.

Both Decision Tree and Random Forest models performed seemingly flawlessly, with all the evaluation metrics' scores equal to 1.000:
Accuracy, Precision, True Positive Rate, True Negative Rate, F1 Score, and AUC ROC. Both models apparently mark DNS traffic
perfectly with no mistakes in marking benign traffic and DNS exfiltration attacks. However, when viewed in the context of the confusion
matrix, the situation becomes slightly more complex. Although their evaluation scores are practically perfect, the two models did make
a small number of misclassifications, nevertheless. Random Forest correctly classified all benign DNS traffic, i.e., had zero false
positives. However, it misclassified 2 instances of DNS exfiltration attack as benign traffic (false negatives). Decision Tree, on the other
hand, showed slightly more errors. IIt had 5 instances of benign DNS traffic misclassified as an attack (false positives) and 10 instances
of DNS data exfiltration attacks misclassified as benign (false negatives). This means that while its general performance looks perfect
according to summary metrics, it has a somewhat higher tendency to mislabel both benign and malicious traffic than Random Forest.
The Multi-Layer Perceptron performed very well too, with all evaluation measures being very close to 100%, i.e., 99.9% Accuracy,
99.9% Precision, 100% TPR, 99.9% TNR, 0.999 F1 Score, and 0.999 AUC ROC score. This implies that the Multi-Layer Perceptron
performed very well in identifying malicious DNS traffic. The model's good F1 score also indicates that it has a good trade-off between
correctly classifying DNS exfiltration attacks and incorrectly classifying benign flows. Its AUC-ROC value also suggests exceedingly
high separability of the two classes. However, the confusion matrix has a more compelling story to tell, in that 203 benign samples were
incorrectly classified as malicious, and 58 malicious samples were incorrectly classified as benign. Although the figures are numerically
small compared to the dataset size, they do suggest that the Multi-Layer Perceptron still generates false positives and false negatives.
The logistic regression model performed relatively worse than tree models and neural models, achieving 96.4% Accuracy, 94.5%
Precision, 98.5% True Positive Rate, 94.3% True Negative Rate, 0.965 F1 Score, and 0.964 AUC ROC score. Although results are good
overall as well, Logistic Regression had the worst TPR among all the models, meaning it was less efficient at correctly identifying DNS
data exfiltration attacks than others. This lack is also reflected in the confusion matrix, where 13,558 benign DNS flows were incorrectly
labeled as malicious (false positives) and 3,504 malicious flows were incorrectly labeled as benign (false negatives). These inaccuracies
demonstrate that while Logistic Regression learns overall trends from the data, its linearity hinders it from capturing complex, non-
linear patterns that are prevalent in DNS traffic. Thus, it generates far more errors than the more advanced models and is thus less
suitable for highly sensitive detection issues where one needs to minimize both false negatives and false positives.

The lowest performance among the models was achieved by the Gaussian Naive Bayes model, which was also the lowest in almost all
measures—82.2% Accuracy, 74.1% Precision, 66.1% True Negative Rate, 84.6% F1 Score, and 82.3% AUC ROC. Only in its True
Positive Rate was it not the lowest, at a very high 98.6%, which shows that the model, in general, was very effective at identifying
malicious DNS traffic. However, this came at the expense of a poor TNR, showing difficulty in correctly identifying benign traffic. Its
precision was also the lowest, indicating a higher rate of false positives. The confusion matrix further emphasizes its shortcomings:
Gaussian Naive Bayes misclassified 81,036 benign DNS traffic instances as malicious (false positives) and 3,403 malicious instances
as benign (false negatives) — the largest number of misclassifications across all models. These findings illustrate the model's limitation
due to the strong independence assumption, as it compromises the intricate dependencies in DNS traffic features and produces common
errors and lower dependability for real applications in DNS data exfiltration detection.

These findings are a valuable reminder: aggregate measures can overestimate model performance at times, especially when there are
few misclassifications compared to the size of the dataset. Here, scores were high because predictions were generally accurate, so the
comparatively small number of failures was trivial in overall measures. Nevertheless, such aggregated metrics might hide significant
shortcomings, especially in security contexts where even a small number of false negatives might allow attacks to slip undetected through
or too many false positives overwhelm analysts with useless alerts. Therefore, it is also imperative to complement aggregated metrics
by offering a detailed examination of the confusion matrices, which show the precise number of benign and malicious DNS flows
correctly and incorrectly classified. This approach provides a more transparent and reliable assessment of each model’s practical utility.
Based on the findings, the Random Forest model emerge as the best-performing model for the task of detecting DNS data exfiltration
attack. Although Random Forest and Decision Tree both produced supposedly ideal evaluation metrics, the confusion matrix revealed
that Random Forest misclassified fewer instances. That is, Random Forest incorrectly labeled only two malicious DNS traffic as benign,
and correctly marked all benign DNS traffic, i.e., it generated zero false positives. Decision Tree, though, not only misclassified more
malicious ones but also created false positives, reducing its effective reliability. Therefore, in contrast to all the other models, Random
Forest performed the best in all the measures, better capturing the nonlinear and complex patterns of DNS traffic with much fewer
misclassifications. Hence, the application of the Random Forest model in real-time DNS monitoring systems for detecting DNS data
exfiltration attacks in cloud and enterprise networks is recommended. With the assistance of this model, network administrators can
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tighten security protocols, thereby effectively mitigating the threat posed by DNS data exfiltration attacks and securing networks more
effectively against novel vulnerabilities.

7. PRACTICAL IMPLICATIONS OF MODEL PERFORMANCE

While DNS serves a critical purpose in today's enterprise and cloud networks by resolving IP addresses and enabling persistent
communication between dispersed systems, its exposure also renders it a tempting target for attackers involved in exfiltrating sensitive
information. In the real world, information is split into small pieces, encrypted as DNS requests, and transmitted over to attacker
domains. Since DNS traffic is not typically filtered, such exfiltration activity often evades firewalls and intrusion detection systems.
This presents a large cloud-reliant organization and enterprise infrastructure security blind spot.

When applying lightweight machine learning models to this problem, the results of this research show that Random Forest stands out as
the most effective option. In real-world terms, this means that if an enterprise were to implement Random Forest in its DN'S monitoring
pipeline, it would be able to detect nearly all exfiltration attempts without generating unnecessary alerts for normal traffic. The confusion
matrix results confirm that Random Forest introduced zero false positives and only two false negatives out of more than 1.5 million
flows. For a security operations center (SOC), this translates into a significant reduction in “alert fatigue,” ensuring that analysts are
only alerted when there is a real risk, rather than chasing down false alarms.

Meanwhile, while Decision Tree was flawless on test metrics, its behavior in the real world is a different story. Misclassifying malicious
as well as benign traffic would make it such that an enterprise using Decision Tree would have risk doubled: the attacks would sail past
defenses unnoticed, and innocent requests would be hit with false positives, consuming precious analyst time. For high-bandwidth
environments like cloud providers or large hospitals that use IoMT devices, even minimal misclassified DNS flows can open doors for
severe breaches. This makes Decision Tree less trustworthy for production deployment compared to Random Forest.

The Multi-Layer Perceptron (MLP) showed excellent performance as well, but its higher rate of false positives raises concerns for
practical use. In a real deployment, 203 benign flows being flagged as malicious may sound negligible, but when scaled to millions of
queries per day in a busy enterprise, this could snowball into thousands of false alerts per week. While MLP has the capability to capture
complex traffic patterns, its cost in operational overhead makes it less suitable as a lightweight model, especially in environments where
response speed and efficiency are critical.

Logistic Regression, though efficient, falls short when deployed in real DNS traffic monitoring. Its inability to handle complex non-
linearities in DNS patterns means attackers using slightly modified or obfuscated exfiltration methods would likely evade detection.
With more than 13,000 benign queries flagged as malicious in this study, an enterprise SOC would quickly become overwhelmed. This
makes Logistic Regression unsuitable for real-time deployment in cloud and enterprise networks where minimizing both false positives
and false negatives is crucial.

Gaussian Naive Bayes performed the weakest and demonstrated why simplifying assumptions can be dangerous in practice. By
misclassifying over 81,000 benign queries as malicious, the model would generate an unmanageable volume of false alerts in a real
network. Simultaneously, it still permitted over 3,000 harmful flows to slip through undetected. In a case of cloud hosting, where
businesses might be held accountable for safeguarding customers' data, this degree of inaccuracy could prove disastrous. Clearly, this
model should not be considered for practical deployment in DNS exfiltration detection.

The practical implications of these results are straightforward: Random Forest produces the optimal tradeoff between detection capability
and operational robustness for DNS data exfiltration detection within enterprise and cloud environments. Its ensemble nature allows it
to learn subtle patterns of attack while keeping computational costs low, thereby making it even feasible for hardware-constrained
machines, such as edge routers or inexpensive intrusion detection appliances. Companies that use Random Forest in their DNS
monitoring pipelines can reliably detect and disrupt attempts at exfiltration without overwhelming analysts with noise, thereby
improving their overall security position against emerging threats.

8. CONCLUSION

This work demonstrates the practicality of employing light machine learning models in detecting DNS data exfiltration attacks on cloud
and enterprise network environments. By comparing Random Forest, Decision Tree, Multi-Layer Perceptron, Logistic Regression, and
Gaussian Naive Bayes, the research established that although a majority of the models yielded high performance values, Random Forest
was consistently the more preferable option in terms of real-world deployability. Its potential to generate near-perfect detection with
minimal false alarms and no false negatives makes it very reliable in real-time DNS traffic inspection. These results highlight the
importance of combining computing power with high-detection capabilities in modern security solutions. Random Forest, in this case,
is an ideal model for strengthening defenses against stealth exfiltration methods that exploit the openness of DNS in cloud and enterprise
networks.

9. LIMITATIONS

Although the results are overwhelmingly strong, this research is not without fault. Initially, the evaluation was done on a specific dataset,
which may not fully reflect the diversity of traffic behaviors observed in different industries or regions. Relying on supervised learning
methods also translates to reliance on the representativeness and quality of annotated data, whose biases may be injected if attack samples
are not representative. In addition, the experiments failed to include adversarial attack contexts, i.e., tampered DNS tunneling attacks
that are engineered to get around machine learning frameworks. Lastly, whereas the models were tested on accuracy and performance,
their scalability in extremely high-throughput contexts was not tested through actual field deployments.

10 FUTURE WORK

© 2026, IJARIIT - All rights reserved. Website: www.ijariit.com Talk to Counselor: 9056222273  Page: 68


http://www.ijariit.com/

Based on these findings, future work needs to move in several directions. First, applying these models to different datasets, such as real-
time traffic from other cloud and enterprise environments, would lead to better generalization. Second, including adversarial machine
learning attacks could make it more resilient to attackers who specifically modify their behavior to evade detection. Third, combining
models such as Random Forest with deep learning models like LSTM or ensemble-based neural networks may be explored to enhance
adaptability against adaptive DNS exfiltration techniques. Lastly, deploying the resultant models into production-level intrusion
detection systems and validating them in real-time would yield indicative proof concerning scalability, latency, and resource
consumption, thereby closing the research-applied cybersecurity gap.
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